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» Study some encryption, decryption and decyphering
algorithms to understand the operation and the utility
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Study Axes

» Introduction

» Symmetric-key code (Caesar, Vigenere)
» Asymmetric-key code (RSA)

Tools
» Python 3.6.2
» Python Tkinter







What is cryptology ?

Cryptology is composed of 2 fields of research:

* Cryptography * Cryptanalysis




—

Clear text

This is an exemple of encryption and decryption. This is the
original message. It is called the clear text, it is lisible whereas
the encrypted text is not.

Decryption

Encryption Key: «13 »

Guvf vf na rkrzcyr bs rapelcgvba naq grpelcgvba. Guvf vf gur
bevtvany zrffntr. Vg vf pnyyrq gur pyrne grkg, vg vf yvfvoyr
jurernf gur rapelcgrq grkg vf abg.

Encrypted text
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« Symmetric-key » Code
—

Symmectric-key codes are codes that use the same key to encrypt and decrypt the
text.

If someone is able to steal the key from one person, he will be able to encrypt and
decrypt as he wants, that’s the biggest problem of this type of code.
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Caesar’s Code

> De/Code

» Decypher




De/Coding with Caesar’s Code

‘\

This coding method was used by Caesar, which explains the name !
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Encryption

* Right shift

 Circular permutation of the alphabet
* 26 possible keys

C
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o Left shift

* To know the key




l_i Caesar_De_Encryption.py - ChUsers\Mathis\Desktop\UNM\PPRALZ\ Caesari Caesar_De_Encryp...

File Edit Format Run  Options  Window Help

a=input {"Encryption (E)} or Decryption (D) : ™)

b=int {(input ("Cle de chiffrement : "})

Le=[1
final=""
k=0
i=0
if a='E':
c=input ("What is the text to encrypt? "}
while i<len(c):
Lo.append(c[1i])
if E4<ord(Lc[i]) <51
val= ord({Lc[i])-65
val= (val+b) %26
val=val+es
Lo[i]=chr (val)
elif S6<ord(Lc[i])<123:
val= ord{Lc[1i])-97
val= (val+b) %26
val=val+97
Le[i]=chr (val)
i=i+l
while k<len(Lc):
final=final+Lc[k]
=k+1
print {(final)
elif a=='D":
c=input {("What is the text to decrypt 7 ")
while i<len{c):

Le.append(c[1])
if e4<ord(Le[i]) <91
val= ord{Lc[i])-65
wval= (val-b) %26
val=val+e5s
Le[i]l=chr ({val)
elif S6<ord({Lc[i])<123:
val= ord{Lc[1i])-97
val= (val-b)%26
val=val+97
Le[i]=chr {val)
i=i+l
while k<len(Lc):
final=final+Lc[k]
k=k+1
print {(final)

De/Code

Type "copyright"™, "credits™ or "license ()" for more information.

et

RESTART: C:\Users\Mathis\Desktop\UNIVYPPR\L2Z'Caesar‘Caesar De Encryption.py
Encryprtion (E) or Decryption (D) : E

Eey : 12

What is the texXt to encrypt? hello
COxxa

B>

RESTART: C:\Users‘\Mathis\Desktop\UNIV\PPR\L2\Caesar'Caesar De Encryption.py
Encryption (E} or Decryptiom (D) : D

Key : 12

What is the text to decrypt ? Lgxxa
hello
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Decyphering Caesar’s Code

» Two methods

* BruteForce
26 possible keys
Quick method

* Frequency analysis
Requires a long text

13
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Apparition frequency of letters in English
language

ETAOINSHRDLCUMWFGYPBVKJXQZ
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« BruteForce » method

Li BruteForce.py - ChUsers\Mathis\ Desktopt UNIWPPR\L2Y Caesar\BruteForce.py (3.6.4)
File Edit Format Run Options Window Help

c=input ("What is the text to decypher ? ")
for b in range (1,2&6):
final="'" Type "copyvright™, "credits"™ or "license |
i=0 e e
=0 RESTART: C:“Users'Mathis\Desktop\U
_ What is the text to decypher 7 togxxa
LF_F] . Decyphering key 1l spwwz
while 1<len(c): Decyphering key 2 rovvy
Lc.append(cli]) Decyphering key 3 gnuux
Decyphering key 4 pmttw
if e4<ord(Lc[i]) <52 Decyphering key 5 olssv
val= ord({Lc[i])-&5 Decyphering key & nkrru
val= (val-b) %26 Decyphering key T mjggt
val=val+es Decyphering key 8 lipps
Lc[i]=chr (val) Decyphering key 9 khoor
Decyvphering key 10 jgnng
c1if 96<ord(Lo[i])<l24: Decyphering key : 11 Jifmmp
val= ord(Le[i])-97 Decypéer%ng kevy 12 hello
val= (val-b)%26 Decypéer?ng kevy 13 gdggn
Decyphering key 14 fojim
valfvalfﬁ? Decyphering key 15 ekbiil
Le[i]=chr (val) Decyphering key le dahhk
i=1i+l Decyphering key 17 czggl
Decyphering key 18 bvifi
while k<len(Lc}: Decyphering kev 19 axech
final=final+Lc[k] Decyphering key 20 =zwddg
=kl Decyphering key 21 yvoct
Decyphering key 22 xXukbe
print ({'Decyphering key :',b,final) Decyphering key : 23 wtaad
Decyphering key 24 VBZZC
Decyphering key 25 urvyvb




L& Frequency analysis.py - Ch\Users\Mathish\Desktop UNIVPPRAL2Y Caesar Frequency analysis.py (3.6.4)

File Edit Format Run Opticns Window Help
c=input ("What is the text to decypher 7 T)
L letter=['a','b",'c','d",'e', "', 'g', "R, "', 'J', "K', 'L, 'm', 'n",
o', 'p', g, e e Y e T Yy, 2]
L nbr=[0]*2& e
:'T: i in range(len{c)): Frequencv anaIVSIS
for j in range(len(L letter)): . - -
if g[i]==L letter[j]:
L nbr[j]=L nbr[j]+1
print ("Here is how many times each letter appeared in the text: ",L nbr)
maxi=max (L nbr)
for i in range (len(L nbr)}:
1f L mbr[i]=maxi:
index=i
print ("The index of the most present letter is ", index)

print ["The
shift=ord(L letter[index])-ord("=")

print ("The key is: ",shift)
b=shift
Le=11
final=""
= =)
i=0
while i<len{c):
Le.append (c[i])
if 64<ord(Lc[i]) <9l
val= ord({Lc[i])-6&5
val= (val-k) %26
val=val+es
Lo[i]=chr (val)
=lif Se<ord(Lc[i])<123:
val= ord(Lc[i])-97
val= (wval-b) %26
val=val+s7T
Lo[i]=chr (val)
i=i+l
while k<len(Lc):
final=final+Lc[k]
E=k+1
print (final)

letter that appears the most in

the encrypted text is ",L letter[index])

Type "copyright™,
i

= RESTART: C:\Users‘\Mathis\Desktop\UNIV\FPE\LZ\Caesar\Frequency analysis.py =
What is the text to decypher 7?7 Ftue fgif ime gzodkbfgqp iuft ftg omgemd ocapg iuft
m wgk gogmx fa figxhg

Here is how many times each _letter appeared in the text:
1, 4, 1, o, 5, 0, 3, 10} o, O, 4, 3, 0, 1, 0, 1]
The index of the most present Tetter is 16

The letter that appears the most in the|encrypted text is @ o
The key is: 12

This text was encrypted with the caesar code with a key equal to twelwe
i

"credits™ or "license ()" for more information.

rz, 1, 1, z, 3, &,

- - -
o < =
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> De/Code

QRS TUVWXYZ
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ABCDEFGHI JJKLMNOP

JKLMNOPQRSTUVWXYZAB
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» Decypher

CICDEFGHI
DD EF GH I
E|E F GH I
FIF GH I
G|G H |

HIH |

—-_—Y 1200 Qo

SISTUVWXY ZABCDETFGH
TITUVWXYZABCDEFGHI

Y|IYZABCDEFGH I
Z|Z|A|B|C|D|IE|F|GH|I
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Vigenere (1523-1596)



De/Code with Vigenere’s Code
.‘

Encryption

* Variable shift

* Poly-alphabetical
substitution

* Aninfinity of keys (25”n)

Clear text : COMPUTERSCIENCE
key : CODE

Text = C| OM/PUITE|RISIC|I|EIN|C|E
Key = C|O|D|E|C|O/ DIE|C|O|D|E|C|O
. Encrypted =» F [p [QIUIX |1 [I (WIV IR IM|J|QIR | I
Decryption text
* More complex than
Caesar’s Code Text => 3 15/13/16|21|20|5 (18193 |9 |5|14| 3|5
* Specific case: Vernam’s Key = 3115/4|5|3|15/4|5|3|15/4|5|3|15|4
(text+key)%26 wp 6 | 4|17/21|24|9 | 9 |23/22]|18| 13|10/ 17| 18| 9

number

14



Ljﬁ Wigenere_De_Encryption.py - Ch\Users\Mathis\Desktop\UNIN\PPR\L2\Vigenere
File Edit Format Run Options Window Help

(D) ™

What is the text to

in range (len(b)):
Lkeyv.append(b[p])
len (Lkey) »len(c) :
d=l (Lkev[-11)

hile i<len{c):

Lec.append(c[i])

if f64<ord(Lc[i])<92:
wvall=ord(Lc[i] ) -6&65
wvalZ=ord (Lkey[i% (len(k))])-97
val=(vall+vallZ) $26
val=val+es
Lf.append (chr (val) )

2lif S96<ord(Lc[i])}<123:
wvall=ord(Lc[i])-97
wvalZ2=ord (Lkevy[i% (len(b)}}])-57
wval=(wvall+valZ) %26
val=val+97
Lf.append (chr (val) )

2lif Le[i]l==" ':
Lf.append (" ')

i=i+l

while k«<len(Lf):
final=Ffinal+Lf[k]
=k+1

print (final)

» range (len{b)):
Lkey.append (k[pl)
while len(Lkey)>len{c):
d=l (Lkew[-11)
while i<len(c):

Lo.append (c[i])

if 64<ord(Lc[i] ) <92:
wvall=ord (Lc[i] ) —-65
valZ=ord (Lkey[i% (len(k) )} ])-27
wval=(vall-vall) %26
val=val+&5
Lf.append (chr (val) )

elif 96<ord(Lc[i])<123:
wvall=ord({Lc[i] ) -97
wvalZ=ord (Lkey[i% (len(k))])-97
val=(vall-vall) %26
val=val+97
Lf.append (chr (val) )

elif Le[i]l==" ':
Lf.append (" ')

i=i+l

hile k<len (L) :
final=Ffinal+Lf [k]
=k+1

print (final)

De/Code

Type "copyright™, "credits™ or "license ()" for more informatiom.
e

EESTART: C:\Users\Mathis\Desktop\UNIVYPPR\LZ\Vigenere\Vigenére De Encryption.py

Encryption (E) or Decryption (D) : E
Fey: informatics
What is the text to encrypt? This text was encrypted with the vigenere code

Bung fegk oif seorrxvw Wkt mpg dvlsegrx eglr
B feqgk if 1 bwk dvl 1

EESTRRT: C:\Users‘\Mathis\Desktop\UNIV\PPR\LZ'Vigenere\Vigenére De Encryption.py

Encryption (E} or Decryptiom (D) : D

Eey: informatics

What is the text to decrypt ? Bung fegb oif seorrxvwl bwkt mpg dvlsegrx eglrc
This text was encrypted with the wigenere code

o



Decyphering Vigeneére’s Code
\’

CS AZZMEQM CO XRWF €5 DZRM GFMJECV. X'IMOQJ JC LB NLFMK CC LBM
WCCZBM KFIMSZJSZ CS URQIUQU. CS ZLPIE ECZ RMWWTV SB KCCJ QMJ
~CS0VJ GAl ZI ICCKS MK QMLL YL'CV ECCJ OKTFWTVM JIZ CO XFWBIWWV IV
ACCI CC COCKFM JINWWB U’OBKSVUFM

Kasiski’s test

* Analyse the text

 Decompose the distance Sequence Position Distance | Decomposition
COX 11-140 129 3.43
- FCS 16-99 83 83
Find key length SR 2083 63 337
FMJ 24-162 138 2.2.3.3
* Decompose the text CLB 37-46 9 3.3
KCC 44-92 48 2.2.2.3
WTV 87-133 46 2.23
Decode cc 93-126 33 3.1
ICC 110-155 45 3-3-5
MJI 136-163 27 3.3.3
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l_& Kasiski.py - C\Users\Mathis\Desktop\UNIVAPPR\LZ\Vigenere\Kasiski.py (3.6.4)

File Edit Format Run Options Window Help

lef PGCD (a,k)
if a «= 0 or b <= 0

print {("Erroxr")
if a=— 1 or =1

. FGCD (a, b-a)
(b, a-b)

lef KeyLength (text, word = 3)
dictionary = {}

for i in range (0, len (text)-2)
= text [i:i+woxd]

if t in dictionary ! dictionmmary [t].append

elze @ dictiomary [t] = [i]
distance = []
for d in dictionary:

p = dictionary [d]
if len (p) > 1

for d in distance
length = PGCD (length, d)

lef FrequencyRnalysis(c):

for i in range (0, len (p)-1)
distance.append [ p [i+l]
length = PGCD (distance [0], distance [1])

turn "The key length is :", length

Kasiski’s test

RESTART: C:\UsersiMathis\Desktop\UNIV\PPR L2\ Vigenere\Vigenére De Encryption.py

Encryption (E) or Decryption (D) : E

Eey: surf

What is the text to sncrypt? this text was encrypted by the code of vigenere wit

h the key surf this text need to ke long enough so we can find groups of letters
that repeat in order to find the length of the key thanks to kasiski test

lbzx nvcl nfk vsulpulyu ts yzy hgxv gz aaavswlv ockm nyj evd mlwx kmam ywrk fyvi
nf ty gghx whfzvk Xg nj wrs zzsv xwgogx iw dyvkywli lbkryv lvuwuk ah tixvw nf xcei
nyi fvsyny gz vIZv pws vzuepk kt erxambn nvxl

|

L letter=['a','kL','c','d','s", "', 'g",'h", "', "3",'k", 'L, 'm", 'n",

‘o', 'p','q', ', 's', 't ut, 'y,

L nbr=[0] *26
for i in range({len(c)}:
for j in range (len(L_letter)):
if e[i]=L _letter[]j]:
L nbr[jl=L _nbr[jl+l
maxi=max (L nbr)
for i in range (len(L_nbr)):
if L pnbr[i]=—maxi:
index=i
return (L letter[index]})

lef Key(encryptedtext, keylength):
a=nm
key=""

for j in range (0, keylength):

for i in range(j,len({encryptedtext), keylength) @

a=a+encryptedtext[i]
letter=Frequencylinalysis(a)
key=key+letter

a=nmw

print ("The key is:", key)

X', 'y, 'z

Python 3.6.4 (v3.6.4:d48eceb, Dec 1% 2017, 06:54:40) [MSC v.1900 &4 kit (AMDE4)]
on wind2

Type "copvright™, "credits™ or "license ()" for more information.

el

RESTART: C:/Users/Mathis/Desktop/kasiskisa.py
»>»>» KeyLength ("lbzx nvcl nfk vsulpulyu ts yzy hgxv gz aaavswlv ockm nyj evd mlwx

kmam ywrk fyvi nf ty gghx whfzvb xg nj wrs zzsv xwgogx iw dykywlj lbry lvuwuk a
h tijxvw nf xcei ny] fvsyny gz yzZy pws yzuepk kt erxambn nvxl™)

The key lengon 18 ¢ 4 |

B ieyt"lbzx nvcl nfk wvsulpulyu ts yzy hgxv gz aaavswlvy ockm ny] evd mlwx kmam
yWwrk fyvi nf ty gghx whfzybk ®xg nj wrs zzsv xwgogx iw dykywlj lbry lvuwuk ah Cixv
w nf xcei nyj fvsyny gz yZy pWs yzZuepk kt erxambn nvxl™)

| The key is: surf
w2 |

17



« Asymmetric-key » Code

o

* Asymmetric-key codes are codes that use differents keys to encrypt and decrypt the text.

*The public key is known from everyone and can only be used to encrypt a text.

*The private key is only known by the creator who decrypts messages.

Encryption Dec ion
ryp — rypt

ERY
> RSA [Ef o F A T
Ll
riginal Public scrambled Frivate Criginal

data | ey data ey data

18



> De/Code

» Decypher

RSA

1977

Rivest [ Shamir / Adleman

19



De/Code 1/2
.‘

Preparation of the keys

* Choose 2 differents prime numbers : p and g
* n=p*q

* ®(n)=(p-1)*(q-1)

* Choose e, such as : pgcd(e,d(n) ) =1

L. Euclide’s algorithm Plain text Crypted message Plain text
* Choose dsuchas:d¥*e—-®(n)=1

L, Bezout’s coefficients l T l T
The keys Encryption Decryption

* Public key : (e,n)

+ +

.o Publickey Private key



De/Code 2/2
-‘

Encryption Decryption
* Use public key (e,n) * Use private key (d,n)
* Everyone can encrypt a message * Only the owner of the private key can

decrypt all the messages
* Transform every letter by a
number such as 0sm<n * Little theorem of Fermat (improved)
* (ex:A=01;B=02; ... ;Z =26 or ASCII)
L m = x4mod(n)
* x=m°mod(n)

m = plain text converted in number d is the inverse of « e mod(®(n)) »
X = crypted text in number

21



De/Code 1/2

rom math import *

rom tkinter import *

Core code

#Functions
def Calc():

glokbal n
pl=int (p.get(})

gl=int (g.get(})

n=pl¥*¥gl

chaine.configure (cext='n='+str(n))
global phiden

phiden=(pl-1)* (gl-1)

Tkinter interface

fenl = Tk{()
fenl.title ("RESA FPFR')
#Entry positioning

p = Entry(fenl)

g = Entry(fenl)

mot = Text (fenl)
#Display instructions
pt= Label (fenl, text="Enter p prime')

Of Toulon

")

command=Calc)

command=wordcrypt)

chainel.configure (text="phi n="+3tr (phiden)) qt= Label (fenl, text='Enter g prime’)
r=0 - mt= Label (fenl, text='"Enter the CexXt to encrypt')
global e mp=Label (fenl, text='FRCVOST Mathis")
=0 fac=Lakbel (fenl, text="L2ZPC Tniversity
i=1 #Text
=0 chaine= Lakel ()
whils r==0: _ _ ) - ) ) chainel= Label ()

if ((pl<e)and(gl<e)and(e<phiden)and(e/i!=phiden/i)): chaine2z= Label ()

r=1

i=i+l chaine3= Label ()

e=a+l #Buttons
chaineZ.configure (text="Public Hey=("+str(e)+', "+t (n)+')") bl= Button(text='Calculate the keys',
global d b2= Button(text='Encrvypt',
?=0 bl.grid(row =3)
1fé b2.grid{row =7)
F;__= r==0: #Text positioning

£ (e*dsphiden==1} : chaine.grid (row =2, column =1)

r=1 chainel.grid(row =3, column =1)

i=i+l chaineZ.grid(row =4, column =1)

d=d+1 chaine3.grid(row =5, column =1)
chaine3.configure (text='FPrivate Eey=('4str (d-1)+4', "+str(n)+")") #Tnstructions positionin
wordcrypt () : qt.gr{.d(rnw =0}
motl=str (mot.get (0., END)) pt.gridirow =1)
taille=len (motl) mt.grid(row =g}
i=0 mp.gridi{row =1, column =2)
crypter = " " fac.grid(row =2, column =2)
while i<taille: ¥Entry areas positi D:—:Qi

ascii = ord(motll[i]) p.grid(row =0, column =1)

lettre crypt = ascii®**e%n 3 g.grid{row =1, column=1)

crypter = crypter + str(lettre crypt) + " " ) r

i=1i4+ 1 - mot.grid{row =6, column=1}

open("message.tXt”, "wWw").write(crypter)

fenl.mainloop ()



De/Code 2/>2

# RsaPPR — O x
Enter q prime 5
Enter p prime 17 PROVOST Mathis
n=85 L2PC University Of Toulon

Calculate the keys phi_n=64

Public Key=(19,85)
Private Key=(27,85)
This is the text I crypted using RS54 codel

Enter the text to encrypt

Encrypt

84 5% 10 55 43 10 55 43 41 5% 16 43 41 1¢ 35 41 43 57 43 24
7% 76 48 41 16 €0 432 43 55 10 70 52 43 58 77 75 43 24 66 &0 16
65

mmmmp To decrypt: m=x%mod(n)

23



How to decypher?

« Classical » way

*  Weknow n, we want to know p and q by
decomposing ‘n’ in prime numbers to Human’s mistakes
calculate the private key d * Intercept the key when exchanged
*  Hack the computer to find the private key

‘ Take p and q very big, it’s really Quantum mechanics
hard to find the decomposition of However, more recently the use of quantum computers
an astronomous number seems more promising than anything else.
Ex: if n=85-> p and q ? Don’t take ‘ Shor’s algorithm
too long to find out, p=5 and g=17

But if . Number of operations

N=120017095106177134145000034 v
09614514700006001711609507311
then whatarepandq? i

1’ Best classic algorithm

20
10+

15
10 ¢

Solution 3P Change the keys often i

5
10

Shor’s algorithm

10 \ A . A A |
0 50 100 150 200 250 300
24 Number of digits to factorize



Cryptology and its future

Some words to conclude...

» Evolution PROGE;EITEJHTE o
» Necessity CRYPTAGE

.DES DONNEES

PROTEC'HON |

» Protection
» Dangerosity

QU
22
SE
z
I]
e X

CRYPTO

TPIRATE ¥ Q8
.- »)
o

What futur for cryptology ?

25
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