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Problematic
➢ What is the purpose of cryptology in our society 

and why its evolution is so important ?

Goal
➢ Study some encryption, decryption and decyphering

algorithms to understand the operation and the utility

Study Axes
➢ Introduction
➢ Symmetric-key code (Caesar, Vigenère)
➢ Asymmetric-key code (RSA)

Tools
➢ Python 3.6.2
➢ Python Tkinter
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What is cryptology ?

Cryptology is composed of 2 fields of research:

• Cryptography • Cryptanalysis
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Caesar’s Code

An exemple

This is an exemple of encryption and decryption. This is the 
original message. It is called the clear text, it is lisible whereas 

the encrypted text is not.

Guvf vf na rkrzcyr bs rapelcgvba naq qrpelcgvba. Guvf vf gur
bevtvany zrffntr. Vg vf pnyyrq gur pyrne grkg, vg vf yvfvoyr

jurernf gur rapelcgrq grkg vf abg.

Clear text

Encrypted text

Key: « 13 »Encryption Decryption
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« Symmetric-key » Code

• Symmectric-key codes are codes that use the same key to encrypt and decrypt the 
text.

• If someone is able to steal the key from one person, he will be able to encrypt and 
decrypt as he wants, that’s the biggest problem of this type of code.

➢ Caesar

➢ Vigenère

Clear Text Encrypted Text Clear Text6



Caesar’s Code

➢ De/Code

➢ Decypher
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De/Coding with Caesar’s Code

This coding method was used by Caesar, which explains the name !

Encryption
• Right shift
• Circular permutation of the alphabet
• 26 possible keys

Decryption
• Left shift
• To know the key

A B C D E F

X Y Z A B C

key=3
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De/Code
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Decyphering Caesar’s Code

➢ Two methods

• BruteForce
26 possible keys
Quick method

• Frequency analysis
Requires a long text
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Apparition frequency of letters in English 
language
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« BruteForce » method
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Frequency analysis
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Vigenère’s Code

Vigenère’s squareVigenère (1523-1596)

➢ De/Code

➢ Decypher
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De/Code with Vigenère’s Code

Encryption
• Variable shift
• Poly-alphabetical

substitution
• An infinity of keys (25^n)

Decryption
• More complex than

Caesar’s Code
• Specific case: Vernam’s

number

Clear text : COMPUTERSCIENCE
key : CODE

Text

Encrypted
text

Key

(text+key)%26

Text

key

C     O   M   P    U    T    E     R    S    C     I     E    N    C     E

C     O    D   E    C     O    D   E    C     O    D   E    C     O    D     

3    15    4    5    3    15    4    5     3    15    4    5     3    15    4   

3     15   13  16  21   20   5    18   19    3    9     5    14    3    5

6     4    17  21  24   9     9    23  22   18   13   10   17   18    9

F     D    Q   U   X     I     I W  V     R    M    J     Q   R      I
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De/Code
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Decyphering Vigenère’s Code

Kasiski’s test

• Analyse the text

• Decompose the distance

• Find key length

• Decompose the text

• Decode

CS AZZMEQM CO XRWF CS DZRM GFMJECV. X’IMOQJ JC LB NLFMK CC LBM 
WCCZBM KFIMSZJSZ CS URQIUOU. CS ZLPIE ECZ RMWWTV SB KCCJ QMJ 
FCSOVJ GCI ZI ICCKS MK QMLL YL’CV ECCJ OKTFWTVM JIZ CO XFWBIWVV IV 
ACCI CC C’OCKFM JINWWB U’OBKSVUFM

COX
FCS
ZRM
FMJ
CLB
KCC
WTV
CCJ
ICC
MJI

Sequence Position Distance Decomposition

11-140
16-99
20-83
24-162
37-46
44-92
87-133
93-126
110-155
136-163

129
83
63
138
9
48
46
33
45
27

3.43
83
3.3.7
2.2.3.3
3.3
2.2.2.3
2.23
3.11
3.3.5
3.3.3
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Kasiski’s test
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« Asymmetric-key » Code

➢ RSA

• Asymmetric-key codes are codes that use differents keys to encrypt and decrypt the text.

•The public key is known from everyone and can only be used to encrypt a text.

•The private key is only known by the creator who decrypts messages.
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RSA Code

➢ De/Code

➢ Decypher

Rivest / Shamir /  Adleman

1977
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De/Code 1/2

Preparation of the keys

• n=p*q
• Φ(n)=(p-1)*(q-1)
• Choose e, such as : pgcd(e,Φ(n) ) = 1

Euclide’s algorithm
• Choose d such as : d*e – Φ(n) = 1

Bezout’s coefficients

The keys

• Public key : (e,n)
• Private key : (d,n) 

• Choose 2 differents prime numbers : p and q

Encryption Decryption

Public key Private key

Plain text Crypted message Plain text
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De/Code 2/2

Encryption Decryption

• Use public key (e,n)

• Everyone can encrypt a message

• Transform every letter by a 
number such as 0≤m<n 

• (ex:A=01 ; B=02 ; … ;Z =26 or ASCII) 

• x = 𝒎𝒆𝐦𝐨𝐝(𝐧)

• Use private key (d,n)

• Only the owner of the private key can
decrypt all the messages

• Little theorem of Fermat (improved)

m = 𝒙𝒅𝒎𝒐𝒅 𝒏

d is the inverse of « e mod(Φ(n)) »m = plain text converted in number
x = crypted text in number
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De/Code 1/2
Core code Tkinter interface
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De/Code 2/2

To decrypt : m = 𝒙𝒅𝒎𝒐𝒅 𝒏
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How to decypher ?

• We know n , we want to know p and q by 
decomposing ‘n’ in prime numbers to 
calculate the private key d

Take p and q very big, it’s really
hard to find the decomposition of 
an astronomous number

Ex: if n=85 -> p and q ? Don’t take
too long to find out, p=5 and q=17
But if 
n=120017095106177134145000034
09614514700006001711609507311 
then what are p and q ?

Human’s mistakes
• Intercept the key when exchanged
• Hack the computer to find the private key

Quantum mechanics
However, more recently the use of quantum computers 
seems more promising than anything else.
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Other ways« Classical » way

Change the keys oftenSolution

Shor’s algorithm

Best classic algorithm

Shor’s algorithm

Number of operations

Number of digits to factorize



Cryptology and its future

➢Evolution
➢Necessity
➢Protection
➢Dangerosity

Some words to conclude…

What futur for cryptology ? 
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